
SSL/TLS trust chain for Android

Basic information
Division: 

Technical Sciences

Location:

Groningen, Eemsgolaan 2

Level of Experience:
Master’s graduation project

Education:
University, technical degree (computer science, electrical engineering, physics) 
Duration of project:
4 months

Your expertise
We are looking for a Master’s student for our ICT Security Division. This department employs approximately 30 professionals who work on issues related to the security of IT networks, systems and smartphones to help our clients and associates take charge of their ICT security, detect fraud, review their architecture or develop a security design for new systems. The division works in two locations: Groningen and Delft.
Your impact
SSL/TLS is widely used to secure internet connections. However, the foundation of trust upon which this security protocol is based has been seriously eroded (e.g. the notorious Diginotar case in the Netherlands or the Globalsign hacks, Heartbleed vulnerability and the Poodle attack).  
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Figure 1: Test environment to experiment with SSL/TLS
You will build in test environment to investigate how apps use SSL/TLS in practice. (see Figure 1) Using this test environment, you’ll experiment with known attacks, like a downgrade attack, on existing apps. Secondly, you will build an Android application to experiment with the possible SSL/TLS configuration options on Android. 

As soon as your test environment and Android test app are finished, you will study and experiment with possible improvements on SSL/TLS support on Android platform, like:

· Support alternative certificate verification algorithms. 

· Implement certificate pinning

· Support app developers in implementing SSL/TLS

· Enforce SSL/TLS by default

Your skills
You are working on a Master’s degree and you need to embark on a graduation project. You are familiar with SSL/TLS and the Android OS. You are analytical, entrepreneurial, and you are capable of working autonomously. In addition, you have good communication skills and you are creative and innovative.
Discover TNO
You want to put serious effort into the early stages of your career. An internship gives you the opportunity to become acquainted with TNO and could potentially turn into gainful employment. But TNO goes a step further. It’s more than just getting to know one another: you and your knowledge are essential for our innovations. This means that we also attach great value to your personal and professional development.

It goes without saying that you will receive excellent supervision during your internship. At the same time we will give you plenty of leeway for your own development and you will be able to make use of our lab facilities. Naturally, we will offer you an appropriate internship allowance.

For more information, please contact: Frank Fransen, tel. +31 (0)88 86 67729, or frank.fransen@tno.nl

